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VPN Access Guide for Windows

This is the third option on MyPortal and it can only be launched from a SickKids-authorized laptop that is
currently outside of the network (i.e. working from home or on the train).

1. Open Google Chrome or Internet Explorer, go to https://myportal.sickkids.ca, and click on VPN Access
(outlined in red below).
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This site is intended for authorized users only. Please make sure to have updated antivirus software and virus definitions in order to access applications

The following remote access services are available to staff through this site. Please click one of the services below:

GENERAL ACCESS (Cick here) CLINICAL AND CORPORATE ACCESS
(Ciick here)

What can | access? What can | access?
What can | access?
» Self-scheduling, MySickKids and MyPay > VPN Access to network resources
» Epic, KidCare, ExpressNet, MyHR
What's required? MyFinance, MySickKids What's required?
»  Vald username/password required What's required? > Vald username/password + On-demand
> Citnix Receiver token
> Login with your Windows usermame and > Vahd username/password + On-demand » Citnx NetScaler plugin
password token > Login with your Windows usemame
» Citrix Receiver password and On-demand token
> Login with your Windows usemame »  SickKids managed laptop — Windows/MAC

password and On-demand token

2. Upon doing so, the NetScaler Gateway End Point Analysis runs automatically.

Welcome
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THE HOSPITAL FOR

T T T T T ey Before connecting to your organization's internal network, we need to check that your computer meets
SICK CHI .I_.I—J'R EN certain requirements.

Checking if the plug-in is installed

7 secs
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3. Ifit was not previously installed, click Download and follow the prompts to install it. Note: you must
have administrator access on your workstation to install the NetScaler Gateway End Point Analysis.

Welcome

NetScaler Gateway End Point Analysis

Before connecting to your organization's internal netweork, we need to check that your computer meets
certain requirements.

We couldnt detect an EPA Plugin on your system. please click on the download button to install it and
proceed.

Download

4. Click Install, then once the installation is complete click Finish.

-
‘# NetScaler Gateway Endpoint Analysis Setup @;ﬂ 4 NetScaler Gateway Endpoint Analysis Setup lil;lﬂ

Please_rea_d the NetScaler Gateway Endpoint
Analysis License Agreement Complete the NetScaler Gateway

Endpoint Analysis Setup Wizard

CITRI(E) LICENSE AGEEEMENT

Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).

Click the Finish button to exit the Setup Wizard.

CTX_code: EP_R_A32450

Install | Cancel | Biack

Cancel

5. Check the box and click Open CitrixNG Protocol Handler.

Open CitrixNG Protocol Handler?

[0 Always open these types of links in the associated app

Open CitrixMG Protocol Handler Cancel
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6. Click Always, to allow the analysis tool to automatically scan your laptop in the future, and after a short
wait the scan will finish and allow you access to the VPN portal.

NetScaler Gateway w

CiTR!X NetScaler Gateway

| Gateway Server  isupport.sickkids.ca

In order to access specific corporate resources, an endpoint analysis scan is required. Information about your
system is sent to your corporate network for further evaluation.

Do you wish to run the scan?

7. If the scan is not successful, first ensure you are using a SickKids-authorized laptop, and then contact the
Service Desk at service.desk(@sickkids.ca or (416) 813-6722.
8. Once the scan finishes, you are asked to enter your login credentials and secure PIN.

firstname lastname

SiCkKids SickKids password

THE HOSPITAL FOR
SICK CHILDREN
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9. On the next page enter the single-use code that you receive from your physical S8
RSA device or the RSA SecurlD app. If you are set up with ODA, you will
receive the code via email. If you are not yet set up for ODA, contact the Token 1
Service Desk at (416) 813-6722 or email service.desk(@sickkids.ca. HHE

mn
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>

Next Code

Wait for token to change, then enter the new tokencode:

Submit

10. If you have connected to this service before, your connection should be established momentarily.

NetScaler Gateway
Please wait for the VPN session to be established.
If a prowy server is configured, you need to add "localhost” to the prosy exception in your Web browser

Fer more infarmation contact your help desk or system adrministrator

555 University Ave ¢ Toronto, Ontario * Canada M5G 1X8 « www.sickkids.ca


mailto:service.desk@sickkids.ca

[ | [ | 1
SlckKIds Remote Access Services

11. If this is your first time connecting to VPN Access, you will need to install the NetScaler Gateway
Plugin. To do so, please click Download, and then open the downloaded file. Note: you must have
administrator access on your workstation to install the NetScaler Gateway Plugin.

NetScaler Gateway

The Metscaler Gateway Plug-in is either not installed or requires updating.

To install the Metscaler Gateway Plug-inc
1. Click Download.
2. In the File Download dialog bos

. In the browser dialog box, click Run to install the MetScaler Gateway Plug-in for Windows.

Download

12. Click Install, then if you receive the User Account Control prompt, click Yes.

ﬂ Net5caler Gateway Plug-in Setup - * User Account Control =
Please read the NetScaler Gateway Plug-in .
License Agreement Do you want to allow this app to make
CITRIX(R) LICENSE AGREEMENT changea to your device?

Use of this component is subject to the Citrix icense
covening the Citrix product(s) with which you will be
using this component. This component is only licensed

for use with such Citrix product(s). . 142142.msi
CTX code:EP_E._A324%0

Verified publisher: Citrix Systems, Inc.
File arigin: Hard drive on this computer

Show more details

Yes || Mo

Install Cancel
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13. After several minutes, click Finish to complete the installation. If you receive a Windows Security Alert
popup, check both boxes and click Allow access.

ﬂ MetScaler Gateway Plug-in Setup — b4 ﬂ Windows Security Alert X
Complete the NetScaler Gateway Plug-in @ Windows Defender Firewall has blocked some features of this
Setup Wizard app

Windows Defender Firewall has blocked some features of NetScaler Gateway Plug-in on all public
and private networks,

Mame: MetScaler Gateway Plug-n
Publisher:

Citrix Systems, Inc

Click the Finish button to exit the Setup Wizard.

Path: C:'program files\dtrix\secure access dient\nsload.exe

Allow MetScaler Gateway Plug-in to communicate on these networks:
Private networks, such as my home or work network

Public netwarks, such as those in airports and coffee shops (ot recommended
because these networks often have litle or no security)

What are the risks of allowing an app through a firewall?

14. Once this is done, you may experience a brief network connection interruption as the VPN is
established, and you are brought to the VPN landing page. You are now on the SickKids network

and can browse all pages and applications as if you were sitting at a hospital workstation! Click the four
squares at the top of the page to view all available applications.

SickKids

All Categories

: Details

Email Home
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